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An Efficient Packet Marking Probabilistic Algorithm
for Minimizing the Convergence Time
in Wireless Sensor Networks
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Abstract

Wireless Sensor Networks (WSNs) contain a
great number of nodes with sensing, computation, and
wireless ~ communications  capabilities. =~ WSN
technology is ubiquitous to monitor and control
environments in a variety of applications. However,
WSNs have a grave threat — resource constraints. A
DoS/DDoS attack may result in network disasters due
to the energy exhaustion of the nodes along the
attacking path. Edge sampling is a well-known
traceback solution for DDoS attacks in traditional
wired network, but it requires large number of packets
to reconstruct the attack path. In this paper, we
introduce an equality approach, called the Hierarchical
Probabilistic Dice Function (H-PDF) suitable for
hierarchical WSN, which enables edge sampling
algorithm to reconstruct attacking paths with fewer
collected packets under multiple attacks. The
effectiveness of the proposed scheme has been
demonstrated in our simulate studies of convergence
time that have successfully used this H-PDF approach

in hierarchical wireless sensor network environment.
Keywords : DoS, WSN, Packet Probabilistic Marking,
Traceback, Convergence Time
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% 1 Traceback Algorithms for DoS/DDoS attacks

Deployment
Environment

Weakness if applied

Approach in WSN

Algorithms

Conventional IP
Network

* Require extra
resources for
downloading

Logging packet information

(Hash-based) from network

[1] routers

Require large

processing and

storage overhead

Hash-based

WSN

REQUEST-VERDI
CT-CONFESS
message exchanges
result in longer
convergence time
Hash-based ¢ Require specialized
Bloom CAPTRA[4] protocol to perform
Filter the message
exchanges in each
router
¢ Not suitable for
tracing the attacks
with burst traffic

ICMP-based
traceback [13]

ITrace-CP[14]

Conventional IP | * Expect a heavy IP
Network protocol stack shall
MANET be onboard in each
sensor

ICMP-based

Conventional IP | * Require a large
Probabilistic Network amount of packets
Packet if  the  fixed
Marking [5] probability is not
selected properly
MANET ¢ Less accurate
attacking path
reconstruction
than conventional
schemes

Packet
Marketing

Zone
Sampling-Bas
ed Traceback
[18]
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Marking procedure at normal node N:
For each packet ©
Let x be a random number from [0...1)
if x<pi
place 0 into all fields except for OriginCV
write R into .start
else
if o.distance =0
write R into w.end
if o.FirstCV =0
increment m.distance

B 2 H-PDF Marking Procedure at Normal Node
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Marking procedure at cluster head C:
For each packet
performs modified edge sampling

if ®.0OriginCV =0
write R into ®.0riginCV
break

if o.FirstCV =0
write R into ®.FirstCV
break

if ®.NextCV =0

write R into ®.NextCV
break

® 3 H-PDF Marking Procedure at Cluster Head
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